
Don't leave vout-data
lylng around
The more reliant businesses become on mobile

computers, the more data is at risk from theft or [oss. lt's

taken a while for users to adjust to this very real threat,

but the security specialists are ready

Paul Miller, managing
director of mobile
security at Symantec.
"Many of these devices
are no longer phones;
they're computers.
Viruses are spreading [ike
a cotd or flu."

So far, the threat has con-
sisted primarily of malicious invasion by
viruses, worms and Trojans created by geeks

who do it for fun. But the wireless sector wi[[

almost certainly mirror that of the desktop,
with happy hackers creating havoc simply
because they can, turning into deliberate
criminal attempts to disrupt the user's
business and/or obtain confidentiaI data.

LIKELYTO SPREAD
"PC attack only recently became highty
targeted," suggests Antti Vihavainen, vice-
president, mobile security for F Secure. "They

are now more professionaland crimina[[y
motivated. Mobile attack are stitl'proof of
concept'- not motivated by money or
corporate data.They can hit anyone who has
a mobile device - and the more people in the
area, the more likely it is for the virus to
spread.

"We don't know how threats to mobites
wi[[develop - but there is already an
underworld for attacking desktops, with its

own supply chain of wholesaler, reseller and
user. Members of the unden,uorld know who
to talk to in order to get people to open a
device and obtain data or infect the device.
People are making a tiving from criminatty
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says

n the first six months of 2006, 84,619
mobile phones, 21,460 PDAs or Pocket
PCs and 4,426\ap tops were left in taxis
in just one city - Chicago.Trying to
magnify that to come up with a figure for

the US, let alone the rest of the wortd,
boggles the mind.

Chances are, very few of those careless

cab customers had any kind of security in
place to protect their lost devices. In a survey
carried out by Symantec, 75 per cent of
companies have not even thought about
mobile security.

And while there have been few reported
security breaches of mobiles as yet, as the
use of PDfu explodes (and in particular,

smartphones), the unsavoury willnot be
slow to exploit new criminalopportunities.
Things like Btuetooth andVoice over lP (VolP)
just make it easy.

"By 200718,65 per cent of enterprises witl
have wireless applications," says Jay Burrell,

vice-president of business development,
enterprise sotutions at Nokia in the US. "By

2008,80 per cent of smartphones wi[[ be
capable of email and77 per cent of organisa-
tions witl be using it."

Todd Thiemann, director, mobile security
forTrend Micro, agrees. "Analyst IDC fore-
casts a hundred million smartphones wi[[be
in use by the end of 2006. Next year they
witl account for 12 per cent of total wiretess

devices sotd.The more devices out there, the
greater the security threat."

"The use of Windows, Palm and even
Linux operating systems on devices make it

easier for security breaches to occur," adds

n:

It 's all too easy to

lose a handheld

computer or even a

laptop. A moment's

lack of conentration

and it 's gone, as our

pictures from

Pointsec il lustrate

only too well.

Pointsec is one of the

world leaders in

security and

encryption systems

for mobile devices,

and claims to offer

the most poweilul

and varied range of

solutions on the

market.
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hacking intb computers - and there's no
reason why this can't be extended to mobile
devices."

Mi[[er agrees. He names two serious
threats to mobite: "pranking4prof it" and
"snoopware". "Mobile devices are becoming
digitat wallets and I Ds; pranking4prof it
attack are made for financiatgain. A
premium SMS text attack on a smartphone
can drain a user's bank account. In Japan,
mobile phones are being combined with a
payment device to be used at the ti[[, as we[[
as over the Internet.This technology wilt hit
the rest of the world, making these devices
even more valuable.

"Snoopware puts a stranger in your

bedroom and a competitor in your board-
room. As people keep more data on their

devices, criminals do their best to take
it, but since they are copying it, rather +PauI Miller, Symantec
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out there for mobiles (see panelon Page 19). Data and

storage cards should be encrypted;firewatts should be

installed. Device management products enable users to
"wipe and ki[[" data from lost or stolen devices or shut

down devices, preventing fraudulent users from accessing

an application or network.There apparently is even a

product that causes a losVstolen device to "scream" -

making a high pitched noise if anyone tries to use it.
"Companies have to make sure their mobile users aren't

introducing anything malicious to the network," Shimel

adds. "At the same time, the mobile worker has to be

protected from anything malicious on the network. Any

device should be checked and authenticated before it is

allowed access to the network. After [og-on, traffic to and

from the devices should be monitored to identify anything

damaging or malicious which may be introduced and, if

necessary, the device shoutd be dropped from use."

DOUBLE-PRONGED SOLUTION
"Companies need a double-pronged solution," says

Oliver. "They need to be able to authenticate users; protect

data as it travels across the network, whether it is wireless

LAN, Bluetooth, infrared or any other; protect data on a

device: and disable lost or stolen devices.
"Devices should be al[ocated to a named individua], not

a department or a route or a job. A named'owner' is more

tikety to take better care of the device. In addition, users

Todd Thiermann, Trend Micro

shoutd only be able to access data relevant to their job."

"Whatever the size of the company, it should establish a

policy for buying and using mobites," says Todd Thiemann of

Trend Micro. "Who buys them? What devices are accept-

abte? What data/apptications are allowed on the device?

What use of the device is acceptable? lf the comPany

doesn't attow employees to download games on to a

desktop, the same should appty to PDAs."
"Personal and corporate devices should be kept sepa-

rate," adds Burre[[. "Devices taken home for personal use are

open to a greater risk, as games, videos, music and other

content are downloaded." And if the kids get hold of it,

don't even think about the potential consequences.

Personal awareness and staff training are vitat. "Staff

must be given clear rules about how to use their device and

how to look after it," emphasises Graham Clutey, senior

technology consuttant at Sophus.

A[[ devices must be treated like gold dust they can never

be teft in a cab, on a counter or in a coat pocket hung on the

back of a chair, even for a minute. And employees who

disable passwords should be disciptined.

For many, mobile security remains something for

everyone etse but them. "Unfortunately," says Peter

Machine, pubtishing manager for Avanquest's VirusCuard,
"untilthere is a serious virus or other incident on a mobile,

no one witldo anything to Protect their devices."

But the result of a storm of security breaches could be

extremely damaging, to the point - especialty for a sma[[

company - of leading to the firm's downfall. Cleaning up

after a hurricane is much harder - and more expensive -

than fixingthe levees before they break. @

ry9.:i "i:E

. . .any Gouriel

PODXchange is a new
web portal designed to
receive status updates
and signatures from
couriers,  using any
mobile device, or easy to
use web forms. DeliverY
information is immediately
available on the web and
can be automaticallY
transmitted on to any a

maior parcel carrier or
customer web site.

To f ind out more go to

www. netdespatch.colrl or

9EgFatch-

. , .any Mobi le
,..any customer
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